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Preface

In the increasingly strong Al context, technology plays a key role in crime
and prevention, war, and in the justice system development. This edited
volume will provide a cross disciplinary approach by legal and IT
specialists on how the legal system can be abused or reinforced with the
use of Artificial Intelligence.

Through a series of examples, experts will discuss the effect of Al on
resolving crimes, and in the development of weapons and military
strategies. This work will also explain how AI can benefit the
enforcement and justice system and the creation of a fairer judicial
system that respects human rights without bias.



Editorial note

I dedicate this important work to my esteemed colleagues and dear
friends who contributed to this edited volume on Artificial Intelligence.
I want to warmly thank these amazing experts, lawyers, judges, and
academics who believed in me and in my project and joined the team to
build this valuable collection of essays. Together, their works on Al
Crime, War, and Justice, represent the landscape of such a complex hot
topic which deserves more consideration at the international level.

A very special recognition should also go to Elena Lazar for her
unwavering friendship, and great knowledge of the Law.

Last, I would like to heartfully thank Sarah and Ben from Ethics Press for
their professionalism. It was truly a pleasure to work with them.
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Introduction
Artificial Intelligence: Crime, War,

and Justice

Dr Nathalie Rébé

The structuring of the book

The aim of this book is to provide the reader with a comprehensive
understanding of the usage of Artificial Intelligence (AI) by criminals, the
police, militaries, and the justice system, and explain the opportunities
and threats related to Al This book is divided into three parts, Crime,
War, and Justice. This work brings together some of the most important
essays in this area written by leading scholars, lawyers and judges, and
offers significant contributions to help us comprehend the evolution and
future of Al This introduction will present the essays included and
provide some general background.

Part I: Crime

Artificial Intelligence can both assist criminals in their endeavors, and
help the police catch them. After introducing Al crimes, Part I of this
book will discuss the opportunities and threats related to the use of Al
by law enforcement, as well as the inherent trade-off between safety and
the fundamental right of privacy while tracking criminals.

In Chapter 1, Dr Nikola Protrka will discuss The use of Artificial Intelligence
(AI) by criminals and the several scenarios in which Al may be utilized
with wrong intentions. Protrka will explore Al as a crime, such as voice
phishing, fake news, deep fake, password attack, military robots, and



XXii Introduction

drone attacks, and reflect on the ethical issues and threats which may
arise from the use of Al technologies.

Artificial Intelligence has also made it easier for police officers to obtain
information and forensic evidence regarding ambiguous criminal and
terrorist crimes. In Chapter 2, Implementing Artificial Intelligence in
combating crime, Dr Hossam Nabil Elshenraky discussed the advantages
of Al, and methods for managing investigations, crime scenes, examining
evidence, police surveillance, and other fields in which police agencies
perform their work in the light of technological development.

Al has been an important tool to prevent crimes, and a quick alternative
to identify the perpetrators of a delict. In Chapter 3, Police and Al, the
trade-off between privacy and safety, Mauricio Kimura will focus on the use
and implementation of Artificial Intelligence within the Police. Kimura
will argue about the role of the Police to protect their citizens, and the
dilemma of finding the right balance between safety and the
fundamental right of privacy. According to the author, one right might
have to be prioritized over the other under some specific circumstances.

Part II: War

The second part of this book will offer an overview on the advancement
of Artificial Intelligence in the military field, and will discuss the use of
force, as well as the law of war autonomous weapons may breach. We
will also explore the future of Autonomous Weapons Systems (AWS),
and the urgent need for regulation by countries.

In Chapter 4, Dr Michal Matyasik provides a case study, as an example
of the first Al war - operation Guardian of the Walls. Matyasik will introduce
and describe ‘supposedly’, the first existing case of Al application to an
armed conflict which took place in May 2021 between Israel and Hamas.
This Chapter will address the lessons learned, and a way forward for
further expansion of Al into the military domain.
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In Chapter 5, Marta Stroppa will explore the main legal implications of
the use of Al weapons in armed conflicts in Autonomous Weapon Systems
(AWS) and the jus in bello. Stroppa will explain how Autonomous
Weapons Systems shall comply to international humanitarian law, with
reference to the principles of distinction, proportionality and precautions
in attack, as well as to the principles of humanity. The author will be
argued that Autonomous Weapons Systems may be lawfully used only

in uncluttered scenario, where civilians are not at stakes.

AWS are able to carry out surveillance, intelligence and reconnaissance
activities, as well as engage in combat, and use lethal force. For this
reason, In Chapter 6, AWS and the use of force, ]imena Viveros will argue
that the unpredictable nature of Autonomous Weapons Systems may
also bring dangers if used incorrectly, or for the wrong purposes. In this
chapter, Viveros will present the controversies of the international law
on the use of force, which States often exploit and interpret in a manner
that justifies self-defense.

Part III: Justice

The third part of this book will discuss how Artificial Intelligence can
play a key role in the construction of a fair justice system. Even if the use
of Al by criminals, at warfare, and in courts, is still at an early stage, it
already generates diverse jurisdictional and regulatory issues, and might

trigger increased discriminations.

In Chapter 7, Regulating Al based Cyber Attacks: Exploring multi-
dimensional approaches and challenges, Dr Tal Pavel analyses the typology
of Al attacks, and reviews their impact on the international society. Pavel
will then focus on the lack of regulations and their specificities, but also
tackle the jurisdictional issues triggered by Al-based cyber-attacks.

Despite of the lack of policies related to its usage, Al might become an
incredible ally for the Justice system, as its capacity to sort out and
analyze an unlimited number of precedents to draw legal conclusions
could reshape the future of trials. By their experience in court and relying
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upon recent examples, the next authors will attempt to help us
understand the pros and cons of the use of Alin courts, judicial decisions
and research, as well as depict a picture of what they see for the future of
Al This is discussed in some detail in Chapter 8: Automated justice, by
Maria-Ruxandra Bodea.

In Chapter 9, Al Discrimination in the light of the ECHR system, Dr Elena
Lazar will argue that digital technologies tend to reinforce racial
inequalities, discrimination and intolerance, since they are typically
based on algorithms that make predictions to support or even fully
automate decision-making. Dr Lazar will analyze how to find the proper
balance between supporting the development of new technologies, and
preventing discriminatory behavior that might affect human rights.

The final chapter of Part IIl on Al and Justice offers an important
contribution from Brazilian Judge Fausto Martin De Sanctis on Artificial
Intelligence as a way to improve complex and sluggish appeals systems. In
Chapter 10, De Sanctis will debate on the use of virtual (online) sessions,
and Artificial Intelligence (AI) in courts, while providing an insightful
example of the Brazilian experience.

Conclusion

A final comment should be made about how these essays were selected
for publication. We received submissions from all over the world,
however, authors were chosen for their expertise on Artificial
Intelligence, military, police, criminal, human rights, privacy, and legal
matters regarding their selected topic.

Rather than offer a single narrative, the essays instead may be read in
any order and present a number of important perspectives and insights
on the topic that should help provide further clarifying illumination on
central debates and ideas in this field. However, essays were organized
in a specific order to discuss Artificial Intelligence and legal criminal
matters in way that is coherent to the reader.
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Readers interested in Artificial Intelligence will learn more on a variety
of topics involving Crime, War, and Justice, thus discovering current and
future technical and legal practices.

I hope that you will enjoy reading the essays in this book as much as I
have. Finally, my most sincere thanks must be reserved for the authors
for their contributions, and for sharing their knowledge and expertise in
a world where Artificial Intelligence will never stop improving and

forever represent a risk the world must anticipate and fight accordingly.

Dr Nathalie Rébé, Editor
Luxembourg, November 2023
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Chapter 1
The use of Artificial Intelligence (Al)

by criminals

Dr Nikola Protrka

Abstract

In today’s world everything is automated and computerised, from education,
sales, industry, self-driving, talent acquisition and human resources. Humans
have benefited from such devices and technology in terms of efficiency and
effectiveness. The adoption of the Internet of Things has resulted in a significant
transformation in the way people live, work, and interact with one another.
Captchas' and image recognition, virus creation, phishing and whaling, and
other tactics utilised by the communities are also exploited by hackers. They're
learning when to hide and when to attack. Instead of hiding behind masks to rob
a bank, criminals are using artificial intelligence to conceal themselves. Human-
like intelligence has been produced using self-aware systems. Machines are
capable of surpassing the brightest humans in any discipline thanks to artificial
intelligence and algorithms.

Introduction

The growth of technology and machine intelligence has reformed society
in the past decades. This newly interconnected and symbiotic world has
given rise to new societal and global challenges, and experts must face
these head-on by using bold and creative solutions. We live in a world

1 A CAPTCHA is a type of challenge-response test used in computing to determine
whether or not the user is human. The term was coined in 2003 by Luis von Ahn,
Manuel Blum, Nicholas J. Hopper, and John Langford. The most common type of
CAPTCHA was first invented in 1997 by two groups working in parallel.
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awash in data. And as many organisations deploy technology solutions
like augmented reality, body cameras, license plate readers, and smart
sensors, they will likely generate more data each day than in their entire
analogue histories. The success of future law enforcement strategies rests
on being able to quickly and efficiently harness these immense volumes
of data to support investigations and enforcement actions. But these
mountains of data are too vast for any human to comb through, even if
they dedicated an entire lifetime to searching them. Criminals are
increasingly using Artificial Intelligence (hereinafter: Al) to link tools
together so that they may be executed in parallel during an attack as
former US president Barrack Obama expressed his concerns about Al-
enabled bots attacking nuclear weapon silos and causing a launch. This
intimates that the threat of Al enhanced attacks are a major concern even
at the highest level of government (Greenberg, 2016). Before we start to
go deeply to the subject, let's briefly explain a definition of this two terms.
In 1950's Alan Turing give definition of Al as "Systems that act like
humans", after he asked himself "Can machines think?" Then he proposes
a test, now known as the "Turing Test," in which a human interrogator
tries to tell the difference between a computer and a human written
answer. While this test has been subjected to a great deal of criticism since
its publication, it remains an essential element of Al history as well as a
continuing philosophical topic since it makes use of language concepts
(Turing, 1950).

Baker and Robinson stated that a bulldozer can clear acres of precious
rainforest in an hour whereas a team of humans with axes might not clear
even half an acre in a day. Similarly, Al-operated databases can keep
accurate records of vast quantities of information and recall and analyse
basic information in an instant. It can process volumes of data at speeds
beyond the capacity of a single human mind. Al in its most basic form,
is a subject that combines computer science with large datasets to solve
problems. It also includes the sub-fields of machine learning and deep
learning, both of which are usually referenced when discussing Al
Artificial Intelligence algorithms are used in these areas to develop
expert systems that make predictions or classifications based on input
data (Baker, 2020). Criminals utilise Al and machine learning to take the
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findings of one tool and teach other tools about it so they may use it
against other systems. For example, if one tool discovers a password, that
tool can pass the knowledge on to another tool or bot, which can then use
the password to exploit one or more systems. A criminal can create a
toolkit or bot to act like a "real" attacker using AI. For example, the tool
or bot may execute a phishing assault on an organisation and then use
the results to undertake various sorts of attacks, just like a human would.
Criminals are developing toolsets and bots that employ Al techniques to
avoid detection and prevent the procedures that are currently in place in
most businesses. Many of these tools (which are usually open source) are
readily available on the Internet. This allows anybody to use the tools
against specific organisations (IBM Cloud Education, 2020b).

Because Al is so closely linked to physical space (e.g., autonomous
vehicles, intelligent virtual assistants), Al-related criminality might cause
actual harm to persons outside of cyberspace (Doowon, 2020).

A brief history of Al

The concept of a "thinking machine" stretches back to ancient Greece. In
the year 1955, John McCarthy coined the phrase "Artificial Intelligence"
at the first-ever AI conference at Dartmouth College. McCarthy is
regarded as one of Al's founding fathers, with Alan Turing, Allen
Newell, Herbert A. Simon, and Marvin Minsky. Turing proposed that if
people use accessible knowledge, as well as reason, to solve issues and
make decisions, why can't robots do the same, and introduces the Turing
Test to determine if a computer can demonstrate the same intelligence
(or the results of the same intelligence) as a human. The value of the
Turing test has been debated ever since (Turing, 1950). Another
important name is Frank Rosenblatt, who creates the Mark 1 Perceptron
in the year 1967, the world's first computer based on a neural network
that learns via trial and error. A year later, Marvin Minsky and Seymour
Papert publish Perceptrons, which becomes a seminal work on neural
networks as well as, at least for a time, an argument against future neural
network research. With the passage of time, a wave of computers began
to emerge in 1980's. They got quicker, more inexpensive, and capable of
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storing more data as time passed. The finest thing was that they were
able to think abstractly, recognise themselves, and do Natural Language
Processing (DeSot, 2017).

The growth of finances and algorithmic tools has re-ignited Al research.
The machine learnt from the user's experience using deep learning
techniques. Backpropagation neural networks, which utilise a
backpropagation algorithm to train itself, have proven popular in Al
applications. In the 1997. the IBM's Deep Blue? beats a world chess
champion in that time Garry Kasparov, in a chess match. The technology
was successfully created after all of the failed attempts, but the major
goals were not reached until the 2000s. Despite a dearth of government
funding and public attention at the time, Al thrived. In a recent history
we can mention that in a five-game battle, DeepMind's AlphaGo?
software, which is powered by a deep neural network, defeats Lee Sodol,
the world champion Go player in the 2016. Given the enormous number
of possible movements as the game proceeds (nearly 14.5 trillion after
only four plays!), the win is important. DeepMind was later bought by
Google for a USD 400 million (Russel & Norvig, 2021).

How criminals can use Al

We may all be aware of the current scenario and the importance of Al in
our life. Al gathers and organises vast volumes of data in order to
generate inferences and estimates that are beyond the human ability to
handle manually. The risk of a mistake and discovered unusual patterns
islowered as organisational efficiency increase. So, whether we're talking
about spam or fraud, or the real-time warnings it sends to businesses

2 Deep Blue was a chess-playing expert system run on a unique purpose-built IBM
supercomputer. It was the first computer to win a game, and the first to win a match,
against a reigning world champion under regular time controls. Development began
in 1985 at Carnegie Mellon University under the name ChipTest.

3 DeepMind Technologies is a British artificial intelligence subsidiary of Alphabet Inc.
and research laboratory founded in September 2010. DeepMind was acquired by
Google in 2014. The company is based in London, with research centres in Canada,
France, and the United States.
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about questionable activity, a lot has already been protected. Cost cutting
has aided the company in increasing its profit share. For instance,
"teaching" robots to take customer support calls and so eliminating
several employees (DataFlair, 2019). Many security systems were built
with the assumption that this would not change until computers have
the ability to handle heuristic issues. It was simply not envisaged that a
machine might guess a password, interpret a graphical Captcha, or learn
how actual traffic behaves. We are now surrounded with security that
has been rendered obsolete by Al. Many times, a system will need to
verify that a user is, in fact, a human. This is because a computer
programme can use or replicate every function that a computer can
provide to a person. If you try to log in to Facebook more than three
times, Facebook will ask you to verify that you are a human, not a
computer programme trying to enter millions of passwords per second.
A captcha approach is used by Facebook and many other services to do
that. Until AI came along, this successfully separated programmes from
people for years. Basic convolutional neural networks may now be used
to recognise captcha pictures from a large dataset. Each captcha has a
specific goal, and after a convent has been trained, it can work out future
captchas. This is a simpler example in which only the fundamentals of
neural networks are required. Brute force assaults are significantly more
possible now that captchas can be circumvented. You may have also
come across a captcha that asks you to "choose all photographs including
a bus," which is just as easy for Al to get around. We all know how good
object identification is - Google even included it as a basic feature in their

search engine.

Phishing is a very common form of hacking. It entails sending an email
that is graphically meant to resemble, say, Facebook and uses formal
language similar to that of Facebook. It will claim that you need to
update, view, or edit anything and will ask for your login information.
Any information you enter will be forwarded to the criminal's server. By
scanning any site, learning how it looks and communicates, and then
mass-producing bogus emails based on particular findings to be sent out
automatically on a huge scale, Al may enhance phishing (DataFlair,
History of Artificial Intelligence, 2019). This isn't the only option, though.
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Hackers may guess email addresses using the same principles that they
used to guess passwords. It is possible to generate millions of email
addresses, increasing the chances of locating technically unaware people.
Many email providers, like Gmail, have sophisticated mechanisms in
place to detect phishing emails; nevertheless, machine learning may be
used to design emails that bypass these systems. The training set would
consist of a collection of emails, some of which were unsuccessful in
reaching a user owing to phishing detection and others which were
successful. By learning which phishing attempts were recognised and
which were not, a neural network may learn how to identify phishing.

Crimes including drug trafficking, selling, buying, and having illegal
narcotics are on the rise, and they rely on Al planning and autonomous
navigation technology like tools to increase smuggling success rates.
Unmanned vehicles are being used by criminals to increase narcotics
trafficking between businesses (DataFlair, Beware!, 2019). More than half
of people prefer to text rather than converse on the phone, therefore a
chatbot is becoming popular. Crime has also found a home in that
neighbourhood. Chatbots are designed to initiate a discussion with users
in order to persuade them to give sensitive financial or account
information. With the assistance of Al hackers may now create
undetectable malware. These aid them in controlling cameras, stealing,
and uploading, modifying, and manipulating files. Computer virus code
is written by criminals, who then employ password scrapers and other
tools to execute their infection. Criminals utilise neural networks in Al to
discover and recognise passwords. Machines may be able to readily
guess passwords that look like this — "password." With the aid of neural
networks, criminals are able to crack a fraction of the passwords. It is
now quite simple for a machine to crunch numbers and predict unknown
passwords.

Criminals are using Al to boost the potency of their cyber assaults on
businesses, but despite the increased sophistication of criminal
techniques, there is a lot that businesses can do to defend themselves.
While Al is not yet widely used as a key offensive weapon in cyber
assaults, its use and capabilities are expanding and getting more



